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Freedom of Information Act 2000 (FOIA) 

Decision notice 
 

Date:    8 November 2016 
 
Public Authority: Cabinet Office 
Address:   70 Whitehall 
    London 
    SW1A 2AS 
 
 

Decision (including any steps ordered) 

1. The complainant submitted a request to the public authority for the 
make and model of portable electronic devices such as laptops, tablets 
mobile phones used by very senior officials including then Prime Minister 
David Cameron. 

2. The Commissioner’s decision is that the public authority was entitled to 
withhold the information requested on the basis of the exemption at 
section 24(1) FOIA (national security).  

3. No steps are required. 

Request and response 

4. The complainant submitted a request for information to the public 
authority on 14 August 2015 in the following terms: 

“I would like to request the following information. 

The make and model of any portable device – laptop, tablet, phone or 
other similar device – used by the following individuals to connect to 
government systems or networks. In addition, confirmation of whether 
the device is government issue, or whether the individual is using their 
own device to connect to the network. 



Reference:  FS50623128 

 

 

 2

I believe that this information must be held centrally, as otherwise the 
Cabinet Office would not be operating a coherent information security 
policy, or bring your own device policy. If it cannot confirm the nature 
and status of the devices these individuals are using, and whether they 
are government issue or held personally, it would be almost impossible 
for the Cabinet Office to operate effective network security. 

The  individuals are as follows 

David Cameron 

Oliver Letwin 

Matthew Hancock 

Chris Grayling 

Rob Wilson 

John Penrose 

Lord Bridges of Headley 

Robert Halfon 

Richard Heaton 

Sir Jeremy Heywood 

John Manzoni 

Philip Rycroft 

Simon Case 

Oliver Robbins 

Antonia Romeo 

Sue Gray 

Sir Kim Darroch 

Jon Day 

Chris Martin 

Julian Miller 
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Bill Crothers 

Guy Lester 

Crystal Akass 

Ruth Bailey 

Mark Sweeney 

Alex Aiken 

Ian Davis 

Sir Ian Cheshire 

Amy Stirling 

Matt James 

Please be aware that all of these individuals are named on the Cabinet 
Office website.” 

5. The public authority issued its response to the request on 9 October 
2015. It confirmed that it held the information requested. It however 
explained that it considered the information held exempt from disclosure 
on the basis of the exemptions at sections 24(1), 31(1)(a) and 38(1)(a) 
and (b) FOIA. The public authority also provided the following 
explanation by way of clarification: 

“Please note that all IT equipment in use by Ministers or Cabinet Office 
staff is issued by the Cabinet Office IT team in line with strict controls 
governing the allocation and use of information technology equipment. 
The Cabinet Office does not allow personal equipment to be connected 
to official systems and such equipment is not able to be connected to 
Cabinet Office IT Networks.” 

6. The complainant requested an internal review on 16 October 2015 in 
which he disputed that the public authority was entitled to rely on the 
exemptions cited. 

7. The public authority wrote back to the complainant on 11 May 2016 with 
details of the outcome of the internal review. The review upheld the 
original decision. The Commissioner has commented on the delay in 
issuing the internal review further below in the “Other Matters” section. 
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Scope of the case 

8. The complainant contacted the Commissioner on 1 April 20161 in order 
to complain about the public authority’s decision to rely on the 
exemptions at sections 24(1), 31(1)(a) and 38(1)(a) and (b) to withhold 
the information held within the scope of his request. He explained that 
he had chased the public authority for a decision in respect of his 
internal review request and had not received a response. He therefore 
asked the Commissioner to proceed to an investigation on the 
application of the exemptions. He provided the Commissioner with a 
copy of the submissions he originally sent to the public authority to 
support his view that the withheld information was not exempt from 
disclosure under FOIA. The Commissioner has referred to some of these 
submissions at the relevant parts of her analysis below. 

Reasons for decision 

Section 24(1) 

Is the exemption engaged? 

9. Section 24(1) states: 

“Information which does not fall within section 23(1)2 is exempt 
information if exemption from section 1(1)(b)3 is required for the 
purpose of safeguarding national security.” 

Public authority’s submissions 

10. The public authority considers that disclosure of the make and model of 
the devices used within the authority by senior individuals in sensitive 
roles significantly increases the ability of hackers to hack IT systems. It 
argued that if its IT system was compromised as a result of the 

                                    

 
1 This was prior to receiving the outcome of the internal review. 

2 The exemption contained at section 23(1) FOIA which applies to information supplied by, 
or relating to, bodies dealing with security matters. 

3 The general right of applicants to have information requested from a public authority 
disclosed to them. 
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disclosure this could pose a national security risk. Disclosure, it argued, 
would make the job of any person with such criminal intent significantly 
easier, allowing them to target devices of interest more quickly and 
tailor/rehearse approaches accordingly. 

Complainant’s submissions 

11. The complainant pointed out that many of the individuals, particularly 
David Cameron and Oliver Letwin have been photographed using their 
mobiles and routinely use them in public. Therefore, he did not consider 
that the exemptions cited could possibly be maintained in light of the 
fact that the devices in question are routinely used in public places by 
individuals who are likely to be photographed. He argued that if 
awareness of which mobile phone the individuals used would jeopardise 
national security, none of the individuals would be able to use their 
mobile phone in a public place. 

12. He has also submitted that the public authority did not put forward any 
evidence to support the assertion that disclosure would significantly 
increase the likelihood of hacking or theft.  

Commissioner’s findings as to whether the exemption is engaged 

13. In broad terms section 24(1) allows a public authority not to disclose 
information if it considers releasing the information would make the UK 
or its citizens more vulnerable to a national security threat. There is no 
definition of national security. However, the Commissioner is guided by 
the Information Tribunal’s4 interpretation of the House of Lords 
observations in relation to the meaning of national security in Secretary 
of State for the Home Department v Rehman [2001] UKHL 47. The 
Tribunal summarised the Lords’ observations as follows: 

 National security means the security of the UK and its people. 

 The interests of national security are not limited to actions by an 
individual which are targeted at the UK, its system of government or 
its people. 

 The protection of democracy and the legal and constitutional systems 
of the state are part of national security as well as military defence. 

                                    

 
4 In Norman Baker v the Information Commissioner and the Cabinet Office EA/2006/0045 
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 Action against a foreign state may be capable indirectly of affecting the 
security of the UK. 

 Reciprocal cooperation between the UK and other States in combating 
international terrorism is capable of promoting the UK’s national 
security. 

14. The exemption applies where withholding the information requested is 
“required for the purposes of safeguarding national security”. The 
Commissioner considers this to mean that the exemption can be applied 
where it is reasonably necessary to in order to safeguard national 
security. However, it is not sufficient for the information sought simply 
to relate to national security. In the Commissioner’s view, there must be 
a clear basis for arguing that disclosure would have an adverse effect on 
national security. 

15. This however does not mean that it is necessary to demonstrate that 
disclosing the requested information would lead to a direct or immediate 
threat to the UK. Support for this approach is taken from the Rehman 
case especially from the following observation by Lord Lynn: 

“To require the matters in question to be capable of resulting ‘directly’ in 
a threat to national security limits too tightly the discretion of the 
executive in deciding how the interests of the state, including not merely 
military defence but democracy, the legal and constitutional systems of 
the state need to be protected. I accept that there must be a real 
possibility of an adverse effect on the United Kingdom for what is done 
by the individual under inquiry but I do not accept that it has to be 
direct or immediate.” 

16. The Commissioner also recognises that those with criminal intent 
(including terrorists) against the UK and its people can be highly 
motivated and may go to great lengths to gather intelligence. This 
means there may be grounds for withholding seemingly harmless 
information on the basis that it could be useful when pieced together 
with other information. 

17. It is self-evident that disclosing the make and model of the portable 
devices requested would increase their chances of being hacked. The 
fact that the devices in question are those specifically used by very 
senior officials including the then Prime Minister no doubt makes them a 
target for those that would like to access sensitive official information 
including information relating to the security of the UK’s institutions and 
its people. 



Reference:  FS50623128 

 

 

 7

18. The fact that some of the individuals may have been photographed in 
public using their mobile phones does not significantly diminish the 
chances of their devices being hacked should the public authority 
disclose the information requested. Clearly, officials at such a very 
senior level recognise that they could be photographed using a mobile 
phone in public and there will therefore no doubt be measures in place 
to ensure that the IT system of the public authority is not compromised 
as a result. This may include using a different phone or other means of 
communication when required. However, even a mobile phone that has 
been used in public by these very senior officials in sensitive roles will be 
a target for hackers simply by virtue of the profile of the individuals to 
whom they belong. The fact that they may have been photographed 
using a mobile phone in public does not make the withheld information 
less useful to a potential hacker. It is important to note also that the 
request was for the make and model of a range of portable devices 
including mobile phones. Revealing the exact make and model of these 
devices would make the job of a potential hacker easier and increase the 
chances of compromising national security. 

19. As mentioned, the public authority is not required to show that 
disclosing the withheld information would lead to a direct or immediate 
threat to the UK. It is sufficient that there is a real possibility disclosure 
would have an adverse effect on the security of the UK and its people. 
Given the well documented activities of hackers, there is no doubt in the 
Commissioner’s mind that there is a real possibility that disclosing the 
withheld information would have an adverse effect on national security. 
The exemption is therefore reasonably necessary in the circumstances 
to safeguard national security.  

Public interest test 

20. The exemption is however subject to the public interest test set out in 
section 2(2)(b) FOIA. The Commissioner has therefore also considered 
whether in all the circumstances of this case, the public interest in 
maintaining the exemption outweighs the public interest in disclosing 
the withheld information. 

21. The public authority acknowledged that there is a general public interest 
in openness in government, and recognised that this would increase 
trust in and engagement with the government. It however submitted 
that there is a very strong public interest in safeguarding national 
security which can only be overridden in exceptional circumstances. It 
concluded that there were no exceptional circumstances which 
necessitate the disclosure of the withheld information in the public 
interest. 
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Balance of the public interest arguments 

22. The Commissioner considers that disclosure of official information will 
generally always enhance the public interest in transparency and 
accountability. There will however always be a significant public interest 
in safeguarding national security. Disclosing the withheld information 
which would aid those intent on causing harm to the UK, its people and 
interests is not in the public interest. Moreover, there is a significant 
public interest in not placing such information in the public domain, and 
very little public interest in doing so. 

23. She has therefore concluded that on balance, in all the circumstances of 
the case, the public interest in maintaining the exemption outweighs the 
public interest in disclosing the withheld information. 

24. The Commissioner has not considered the application of the remaining 
exemptions in light of her decision above. 

Procedural matters 

25. By virtue of section 10(1) FOIA, a public authority is required to respond 
to an applicant’s request for information within 20 working days. 

26. The Commissioner therefore finds the public authority in breach of this 
provision for failing to issue its response to the complainant within 20 
working days. 

Other Matters 

27. Although there is no statutory time limit for a public authority to 
complete its internal review, as a matter of good practice, the 
Commissioner expects internal reviews to take no longer than 20 
working days and 40 working days in exceptional circumstances. 

28. The Commissioner is concerned at the extremely lengthy delay by the 
public authority in issuing an internal review in this case. Although the 
Commissioner cannot conceive of any justification for such a lengthy 
delay, she notes that the public authority has not even sought to 
provide one and that is also extremely concerning.  
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Right of appeal  

29. Either party has the right to appeal against this decision notice to the 
First-tier Tribunal (Information Rights). Information about the appeals 
process may be obtained from:  

First-tier Tribunal (Information Rights) 
GRC & GRP Tribunals,  
PO Box 9300,  
LEICESTER,  
LE1 8DJ  

 
Tel: 0300 1234504  
Fax: 0870 739 5836 
Email: GRC@hmcts.gsi.gov.uk  
Website: www.justice.gov.uk/tribunals/general-regulatory-
chamber  

 
30. If you wish to appeal against a decision notice, you can obtain 

information on how to appeal along with the relevant forms from the 
Information Tribunal website.  

31. Any Notice of Appeal should be served on the Tribunal within 28 
(calendar) days of the date on which this decision notice is sent.  

 
 
 
Signed ………………………………………………  
 
Gerrard Tracey 
Principal Advisor 
Information Commissioner’s Office  
Wycliffe House  
Water Lane  
Wilmslow  
Cheshire  
SK9 5AF  


