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Information Commissiorer’s Office

Freedom of Information Act 2000 (FOIA)

Decision notice

Date: 28 March 2018

Public Authority: Home Office

Decision (including any steps ordered)

1. The complainant has requested information in relation to the number,
nature, and effects of cyber attacks on the Home Office. The department
relied on the exclusions at sections 24(2) and 31(3) as its basis for
neither confirming nor denying whether it held information within the
scope of the request.

2. The Commissioner’s decision is that:

e The Home Office was not entitled to neither confirm nor deny holding
information within scope of the first part of the request.!

e The Home Office was entitled to neither confirm nor deny whether it
held information within the scope of the second part of the request.2

3. The Commissioner requires the public authority to take the following
steps to ensure compliance with the legislation.

e Confirm or deny whether it holds information within the scope of
the first part of the request.

4. The Home Office must take these steps within 35 calendar days of the
date of this decision notice. Failure to comply may result in the
Commissioner making written certification of this fact to the High Court

! The Commissioner has highlighted this as Part 1 of the request in the main body of this
notice.

2 The Commissioner has highlighted this as Part 2 of the request in the main body of this
notice.
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pursuant to section 54 of the Act and may be dealt with as a contempt
of court.

Request and response

5. On 3 November 2016, the complainant wrote to the Home Office and
requested information in the following terms:

“I write with a request for information about cyber attacks on the
department....

Please disclose the number of recorded cyber attacks in 2015;

Please disclose the number of recorded cyber attacks to date in 2016;
For 2016, please provide:

A month-by-month breakdown;

The number of successful attacks - i.e. where there was a breach;

In the cases of a breach, please disclose:

the nature of the attack (DDOS, phishing etc),

the nature of the breach,

how many individuals’ information were affected,

whether any classified information was affected,

what organisations or individual/s are suspected to known to have made
the attack.”

6. The Home Office responded on 6 January 2017. It neither confirmed nor
denied holding information within the description specified in the request
by virtue of the provisions in section 24(2) (National security) and
section 31(3) (Law enforcement) FOIA.

7. Following an internal review the Home Office wrote to the complainant
on 15 March 2017. The original decision to rely on sections 24(2) and
31(3) was upheld.
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Scope of the case

8. The complainant contacted the Commissioner on 4 May 2017 to
complain about the way his request for information had been handled.
The Commissioner has referred to his submissions at the relevant parts
of her analysis below.

9. The scope of the Commissioner’s investigation therefore was to
determine whether the public authority was entitled to neither confirm
nor deny holding information within the scope of the request on the
basis of sections 24(2) and 31(3) FOIA.

Reasons for decision

10. For ease of reference, the Commissioner has divided the request into
two parts. Part 1 covers the first part of the request for the nhumber of
recorded cyber attacks in 2015 and 2016. Part 2 covers the second part
of the request for details about cyber attacks for 2016 including the
number of attacks broken down by month, the nature, and the effects of
those attacks.

Section 24(2)
11. Section 24 partly states:

1. Information which does not fall within section 23(1) is exempt
information if exemption from section 1(1)(b) is required for the
purposes of safeguarding national security.

2. The duty to confirm or deny does not arise if, or to the extent
that, exemption from section 1(1)(a) is required for the purposes
of safeguarding national security

12. By virtue of section 24(3) FOIA a certificate signed by a Government
Minister certifying that exemption from section 1(1)(b), or from section
1(1)(a) and (b), is, or at any time was, required for the purpose of
safeguarding national security shall be conclusive evidence of that fact3.

13. For the avoidance of doubt, the Home Office has not issued a certificate
pursuant to section 24(3) in this case.

3 Subject to section 60 FOIA - Appeals against national security certificate
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14. The Home Office has argued that confirming or denying whether

15.

information is held within the scope of the request would be likely to aid
a malicious actor intent on launching an attack on its ICT systems. It
could give indications of how defences are evaded or likely to be
evaded. For example, confirming (it that were the case) that information
is not held could suggest to a malicious actor that it believed no cyber
attack had taken place. If the malicious actor had carried out attacks it
would in fact appear that their attacks had gone undetected. This could
indicate to them that the department did not have sufficient defences
against cyber attacks. The malicious actor may then target future
attacks against the department. In addition, confirming that no
information is held (if that were the case) could also infer that the
department had no means of collecting such information. This could also
point to an inability to generate that information and hence a lack of
defences of any modernity or sophistication. This would then place the
department in a vulnerable position.

It stated that there are frequent FOI requests on the subject matter (ie
cyber attacks) across government. It argued that in light of this, if all
departments reply substantively confirming or denying whether
information is or is not held it would allow a map of vulnerable systems
to be drawn and this would allow attacks to be refined. As many
government departments are linked this would allow potentially weak
access points to be identified, therefore a neither confirm nor deny
response is required for the purposes of safeguarding national security.

Section 31(3)

16. The Home Office has relied on this exclusion on the basis that

confirming or denying whether it holds information within the scope of
the request would be likely to prejudice the prevention or detection of
crime.

17. The relevant provisions in section 31 state:

1. Information which is not exempt information by virtue of section
30 is exempt information if its disclosure under this Act would, or
would be likely to, prejudice

a. The prevention or detection of crime.......... .

3. The duty to confirm or deny does not arise if, or to the extent
that, compliance with section 1(1)(a) would, or would be likely to,
prejudice any of the matters mentioned in subsection (1).

18. In addition to the arguments in support of section 24(2), the Home

Office has argued confirming or denying whether information is held
could shed light on the techniques undertaken by law enforcement
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agencies to detect, prevent and investigate incidents of cyber attacks
thereby prejudicing the prevention or detection of crime. It would also
allow malicious actors to test and refine their attack techniques.

Furthermore, in response to a point made by the complainant, the Home
Office argued that while it may be the case that some departments have
provided a substantive response to some FOI requests on the subject of
cyber attacks, it does not negate a neither confirm or deny response
from the Home Office or indeed other departments. It stressed that it
has previously responded to a humber of similar FOI requests with a
neither confirm nor deny response. It argued that some departments
may have confirmed attacks, for example in relation to a Denial of
Service attack, because such attacks are apparent from the fact that a
service becomes unavailable to the public. However, threats and attacks
against non-public facing ICT networks may not always be apparent to
the public. Therefore, a confirmation or denial of the existence of such
attacks would be likely to prejudice the prevention or detection of crime.

Both exclusions are qualified and therefore subject to the public interest
test set out in section 2(1)(b) FOIA. A public authority relying on these
exemptions must therefore also consider whether in all the
circumstances of the case the public interest in maintaining the
exclusion of the duty to confirm or deny outweighs the public interest in
disclosing whether it holds the information.

The Home Office aggregated its public interest arguments for both
exclusions and concluded that safeguarding both national security and
law enforcement is of paramount importance. Therefore, in all the
circumstances of the case the public interest in maintaining the
exclusion of the duty to confirm or deny outweighs the public interest in
confirming or denying whether information is held within the scope of
the request.

Complainant’s position

24.

The complainant’s position is reproduced below.

“The neither confirm nor deny response itself is untenable. It is clear
that the Home Office does record cyber attacks. The Government has
previously spoken about the many thousands of attacks on departments
each month and other departments have previously confirmed attacks,
including: http://news.sky.com/story/cyber-attack-on-ministry-of-
justice-website-10417630

To be clear: the request is for * numbers of attacks * numbers of
successful attacks and in those cases the type of attacks etc. There is a
compelling public interest in disclosure of information capable of
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informing people how many attacks there have been and how many
have been successful or not. Transparency allows the public to scrutinise
whether the millions of pounds of public money being spent on secure
systems is adequate and provides sufficiently robust protection for data
held by the Home Office. Only recently the Government announced that
£1.9 billion of public money is being spent on cyber security. This alone
provides a compelling justification for transparency surrounding this
issue.

It must also be pointed out that transparency will increase public
confidence in Government security.

None of the information requested would help hackers. It doesn't reveal
the hacks they used to penetrate the systems. It simply reveals how
many attacks have been successful and how many people were affected
etc.

There is a compelling and legitimate public interest in knowing how
secure the Home Office's systems are. Information concerning Britons
relies on the Home Office having resilient systems and it is paramount
that the public is able to obtain basic information about how secure
those systems are. It must be pointed out that the numbers are capable
of demonstrating how many attacks have failed. This shows that public
money the Home Office has spent on secure systems has been well
spent and, as mentioned, improves confidence in the Home Office.”

Commissioner’s position

22.

23.

24.

25.

Including this complaint, the complainant submitted complaints against
13 departments in total pursuant to the same request under
consideration in this case. In addition to the Home Office’s submissions
in this case, the Commissioner has received a confidential submission
from the Cabinet Office in support of reliance on NCND by 11 of the
departments including the Home Office. The remaining two departments
have not relied on NCND.

For the avoidance of doubt, the Commissioner has considered all of the
submissions received in this case including the complainant’s above.

The duty imposed on public authorities to either confirm or deny
whether they hold information of the description requested by an
applicant is enshrined in section 1(1)(a) FOIA (commonly referred to as
the duty to confirm or deny).

Part II of the FOIA contains a number of exclusions from the duty to
confirm or deny. Sections 24(2) and 31(3) FOIA are two of those
exclusions from the duty to confirm or deny.
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Broadly speaking, a public authority may withhold information on the
basis of section 24(1) FOIA if it considers that placing the information in
the public domain would leave the United Kingdom (UK) vulnerable to a
national security threat. Section 24(2) is available to a public authority if
it considers that an exemption from the duty to confirm or deny is
required for the purposes of safeguarding national security. In other
words, if it considers that complying with the duty in section 1(1)(a)
would leave the UK vulnerable to a national security threat.

A public authority may withhold information on the basis of section
31(1)(a) if its disclosure would be likely to prejudice the prevention or
detection of crime. Section 31(3) is available to a public authority if it
considers that compliance with the duty in section 1(1)(a) would be
likely to prejudice the prevention or detection of crime.

Clearly, exclusions from the duty to confirm or deny and exemptions
from compliance with the requirement in section 1(1)(b)# cannot be
relied on simultaneously in response to the same request.

With respect to the meaning of national security, the Commissioner
endorses the Information Tribunal’s summary of the House of Lords
observations in Secretary of State for the Home Department v Rehman
[2001] UKHL 47. The Tribunal summarised the House of Lords
observations on the meaning of national security as follows:

National security means the security of the UK and its people.

The interests of national security are not limited to actions by an
individual which are targeted at the UK, its system of government or
its people.

The protection of democracy and the legal and constitutional systems
of the state are part of national security as well as military defence.

Action against a foreign state may be capable indirectly of affecting the
security of the UK.

Reciprocal cooperation between the UK and other States in combating
international terrorism is capable of promoting the UK’s national
security.

30. The exclusion in section 24(2) applies where neither confirming nor

denying whether information is held within the scope of a request is

4 To release requested information to an applicant.
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“required for the purposes of safeguarding national security.” The
Commissioner considers this to mean that the exclusion can be applied
where it is necessary to in order to safeguard national security.
However, it is not sufficient for the information sought simply to relate
to national security. In the Commissioner’s view, there must be a clear
basis for arguing that confirming or denying whether the information is
held would have an adverse effect on national security. This however
does not mean that it is necessary to demonstrate that confirming or
denying whether the information is held would lead to a direct or
immediate threat to the UK. Support for this view is taken from the
Rehman case especially from the following observation by Lord Lynn:

“To require the matters in question to be capable of resulting ‘directly’ in
a threat to national security limits too tightly the discretion of the
executive in deciding how the interests of the state, including not merely
military defence but democracy, the legal and constitutional systems of
the state need to be protected. I accept that there must be a real
possibility of an adverse effect on the United Kingdom for what is done
by the individual under inquiry but I do not accept that it has to be
direct or immediate.”

31. Clearly therefore, the question for the Commissioner with respect to the
application of section 24(2) is whether there is sufficient basis for
arguing that confirming or denying information is held within the scope
of the request would have an adverse effect on national security.
However, the causal effect does not have to be immediate or direct.

32. The Commissioner has not seen evidence inconsistent with the Home
Office’s view that it has not formally avowed information in relation to
cyber attacks or cyber security. Nevertheless, there is sufficient
information in the public domain in the Commissioner’s view which at
least suggests that as a government department, it is more probable
than not that it has been the subject of cyber attacks. For example, on 1
November 2016 the Chancellor of the Exchequer published the National
Cyber Security Strategy 2016-2021 which contains the following
statement: “We regularly see attempts by states and state-sponsored
groups to penetrate UK networks for political, diplomatic, technological,
commercial and strategic advantage, with a principal focus on the
government, defence, finance, energy and telecommunications
sectors.” Furthermore, in a speech given at the Billington Cyber

5

https://www.gov.uk/government/uploads/system/uploads/attachment data/file/567242/nati
onal cyber security strategy 2016.pdf
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Security Summit on 13 September 2016 by the Chief Executive of the
National Cyber Security Centre (NCSC) he stated, "....last year we
detected twice as many national security level cyber incidents — 200 per
month - than we did the year before.”®

33. Therefore, in the Commissioner’s view the prejudicial effect of issuing a
response which effectively confirms or denies whether there were
recorded incidents of cyber attacks at the Home Office in 2015 and 2016
would be minimal. Revelatory public pronouncements at such high levels
of government undermine the view that confirming or denying whether
these attacks occurred would have an adverse effect on national
security. The Commissioner has also considered the confidential
submission by the Cabinet Office and has concluded that it supports her
position in the circumstances of this case. She has explained the
rationale for this conclusion in a confidential annex.

34. However, the Commissioner considers that the Home Office’s response
to the second part of the request for a detailed breakdown of the
number of cyber attacks, the nature, and effects of the attacks is likely
to be more useful to malicious actors. Confirming or denying whether
information is held in relation to this part of the request would reveal
something about the way cyber attacks are recorded including whether
or not certain details about the nature and effects of attacks are held. A
confirmation that information is held for example may give an indication
to the success or otherwise of an attack. A denial on the other hand may
indicate vulnerabilities in the system or that a particular type of attack
was unsuccessful. The Commissioner recognises that terrorists and
other malicious actors can be highly motivated and may go to great
lengths to gather intelligence. Therefore, although seemingly harmless,
confirming or denying whether information such as a monthly
breakdown of the number of recorded cyber attacks, the nature, and
effects of those attacks is held, may assist malicious actors when pieced
together with existing or prospectively available information whether
gathered lawfully or not.

35. The Commissioner has therefore concluded that the Home Office was
not entitled to rely on section 24(2) with respect to Part 1 of the request
but was entitled to engage same with respect to Part 2 of the request.

6 https://www.ncsc.gov.uk/news/new-approach-cyber-security-uk
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Having found that the Home Office was entitled to engage section 24(2)
in relation to Part 2 of the request, the Commissioner is not obliged to
consider whether it was entitled to rely on section 31(3) with respect to
same. However, in the circumstances of this case, the Commissioner has
gone on to consider whether the Home Office was entitled to rely on
section 31(3) in relation to both Parts 1 and 2 of the request.

The question for the Commissioner with respect to the application of
section 31(3) is whether confirming or denying information is held within
the scope of the request would be likely to prejudice the prevention or
detection of crime.

In view of her findings in relation to the application of section 24(2), the
Commissioner has no hesitation concluding that confirming or denying
whether information is held in relation to a monthly breakdown of the
number of cyber attacks, the nature, and effects of the attacks, would
pose a real and significant risk of prejudice to the prevention or
detection of crime. The Home Office was therefore entitled to engage
section 31(3) with respect to Part 2 of the request.

For the same reasons previously set out above, the Commissioner has
also concluded that confirming or denying whether the Home Office
holds the number of recorded cyber attacks for 2015 and 2016 would
not pose a real and significant risk of prejudice to the prevention or
detection of crime. Therefore, the Home Office was not entitled to rely
on section 31(3) with respect to Part 1 of the request.

Public interest test

40.

41.

The Commissioner next considered whether in all the circumstances of
the case the public interest in maintaining the exclusions of the duty to
confirm or deny outweighs the public interest in disclosing whether it
holds information within the scope of Part 2 of the request. Having found
that sections 24(2) and 31(3) were not engaged with respect to Part 1
of the request, there is no requirement for her to conduct a public
interest test.

The complainant has correctly pointed out that given the amounts spent
by the government on cyber security there is a public interest in
knowing how robust the systems in place are. In the Commissioner’s
view, confirming or denying whether information is held would only
provide limited insight in that regard. However, this limited benefit
would clearly be outweighed by the damage such confirmation or denial
is ultimately likely to cause to national security and more widely, the
prevention or detection of crime. The complainant is right to point out
that transparency would increase public confidence in government ICT
systems and that this would be in the public interest. However, this

10
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must be balanced against the stronger public interest in not
undermining confidence in government ICT systems by revealing
information which would be useful to malicious actors intent on causing
criminal damage to the UK and its institutions.

42. Therefore, the Commissioner has concluded that in all the circumstances
of the case the public interest in maintaining the exclusions at sections
24(2) and 31(3) outweighs the public interest in confirming or denying
whether any information is held with respect to Part 2 of the request.

11
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Right of appeal

43. Either party has the right to appeal against this decision notice to the
First-tier Tribunal (Information Rights). Information about the appeals
process may be obtained from:

First-tier Tribunal (Information Rights)
GRC & GRP Tribunals,

PO Box 9300,

LEICESTER,

LE1 8DJ

Tel: 0300 1234504

Fax: 0870 739 5836

Email: GRC@hmcts.gsi.gov.uk

Website: www.justice.gov.uk/tribunals/general-regulatory-
chamber

44, If you wish to appeal against a decision notice, you can obtain
information on how to appeal along with the relevant forms from the
Information Tribunal website.

45. Any Notice of Appeal should be served on the Tribunal within 28
(calendar) days of the date on which this decision notice is sent.

Gerrard Tracey

Principal Adviser

Information Commissioner’s Office
Wycliffe House

Water Lane

Wilmslow

Cheshire

SK9 5AF
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